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PriYac\ Statement: TCC Emplo\ees

Introduction
TCC is the controller of personal data for its emplo\ees, and prospectiYe emplo\ees, for
the purposes of managing the emplo\ment or prospectiYe emplo\ment relationship. TCC is
committed to being transparent about hoZ it collects and uses that data and to meeting its
data protection obligations.

This priYac\ statement e[plains Zhat personal data TCC collects from \ou through our
interactions Zith \ou, and sets out hoZ Ze use that data. This statement also e[plains
hoZ TCC protects an\ personal data that Ze obtain directl\ or passiYel\ from \ou, or Zhich
Ze obtain indirectl\ from other sources. You can be assured that it Zill onl\ be used in
accordance Zith this priYac\ statement.

Data Controller:
HR, TCC

18C Josephµs Wellb HanoYer Walk

Leedsb West Yorkshireb LS3 1AB

Email: hr@tcc.group

Telephone: 0113 261 5860

How do we collect your data?

TCC collects \our personal data in a Yariet\ of Za\s directl\ from \ou, or indirectl\ for the
purposes of recruitment and emplo\ment.

b

What information do Ze collect?

ć

TCC collects and processes a range of information about \ou. This ma\ include:

Your name, address and contact details, including email address and telephone
number, date of birth and gender;

¾

The terms and conditions of \our emplo\ment;¾
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Data is stored in \our personnel file Zithin the HR database and in other IT s\stems,
including TCC email.

Details of \our qualifications, skills, e[perience and emplo\ment histor\,
including start and end dates (Zith preYious emplo\ers and Zithin TCC) and
documents relating to gaps in emplo\ment;

¾

Information about \our remuneration, including entitlement to benefits such as
pensions or insurance coYer;

¾

Information Zith respect to credit inconsistencies, for e[ample count\ court
judgements;

¾

Information Zith respect to preYiousl\ committed fraudulent acts;¾

Information Zith respect to sanction checks Zhere applicable;¾

Information about an\ criminal record Zhere applicable;¾

Information about \our nationalit\ and entitlement to Zork in the UK;¾

Details of \our bank account and national insurance number;¾

Information about \our marital status, ne[t of kin, dependants and emergenc\
contacts;

¾

Details of \our schedule (da\s of Zork and Zorking hours) and attendance at
Zork;

¾

Details of periods of leaYe taken b\ \ou, including holida\, sickness absence,
famil\ leaYe and the reasons for the leaYe;

¾

Details of an\ disciplinar\ or grieYance procedures in Zhich \ou haYe been
inYolYed, including an\ Zarnings issued to \ou and related correspondence;

¾

Assessments of \our performance, including: appraisals, performance reYieZs
and ratings, training \ou haYe participated in, performance improYement plans
and related correspondence;

¾

Information about medical or health conditions, including Zhether or not \ou
haYe a disabilit\ for Zhich TCC needs to make reasonable adjustments; and

¾

Information about Zh\ \ou left TCC, for e[ample e[it interYieZ and resignation
confirmation letter.

¾

Wh\ and hoZ does TCC process \our personal data?

ć

Our basis for processing \our personal data ma\ rel\ upon our Legitimate Interest,
Legal obligation, or Contractual obligation.

TCC needs to process \our data to complete the recruitment process Zith the
objectiYe of entering into an emplo\ment contract. The data is collected on the basis
of legitimate interest so that Ze can ascertain Zhether \ou are the most appropriate
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indiYidual for the position. This Zill inYolYe pre-Yetting checks in accordance Zith
TCCµs Recruitment Polic\. Processing this data alloZs TCC to proYide \ou Zith an
offer of emplo\ment.

TCC has a contractual requirement to process data to enter into an emplo\ment
contract Zith \ou and to meet its obligations under this contract. For e[ample, to
pa\ \ou in accordance Zith \our emplo\ment contract and to administer emplo\ee
benefits, including \our pension.

In addition, TCC needs to process data to ensure it is compl\ing Zith its legal
obligations. For e[ample, it is required to check an emplo\eeµs entitlement to Zork
in the UK, to deduct ta[, to compl\ Zith health and safet\ laZs and to enable
emplo\ees to take periods of leaYe to Zhich the\ are entitled.

In other cases, TCC has a legitimate interest in processing personal data in respect
of emplo\ees before, during and after the end of the emplo\ment relationship.
Processing emplo\ee data alloZs TCC to:

Maintain accurate and up-to-date emplo\ment records and contact details
(including details of Zho to contact in the eYent of an emergenc\) including
emplo\ee contractual and statutor\ rights;

¾

Operate and keep a record of disciplinar\ and grieYance processes, or a
change in \our criminal record, to ensure acceptable conduct Zithin the
Zorkplace;

¾

Operate and keep a record of emplo\ee performance and related processes, to
plan for career deYelopment and for succession planning and Zorkforce
management purposes;

¾

Run recruitment and client promotion processes;¾

Operate and keep a record of absence and absence management procedures,
to alloZ effectiYe Zorkforce management and ensure that emplo\ees are
receiYing the pa\ or other benefits to Zhich the\ are entitled;

¾

Obtain occupational health adYice, to ensure it complies Zith duties in relation
to indiYiduals Zith disabilities, meet its obligations under health and safet\ laZ
and ensure emplo\ees are receiYing the pa\ or other benefits to Zhich the\
are entitled;

¾

Operate and keep a record of other t\pes of leaYe (including maternit\,
paternit\, adoption, parental and shared parental leaYe) to alloZ effectiYe
Zorkforce management, to ensure TCC complies Zith its duties in relation to
leaYe entitlement and to ensure that emplo\ees are receiYing the pa\ or other
benefits to Zhich the\ are entitled;

¾

Ensure effectiYe general HR and business administration;¾

ProYide references on request for current or former emplo\ees; and¾

Respond to and defend against legal claims.¾
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Where TCC relies on legitimate interest as a reason for processing data, it has
considered Zhether or not those interests are oYerridden b\ the rights and
freedoms of emplo\ees or Zorkers and has concluded the\ are not.

Your rights

ć

WheneYer Ze process \our personal data, Ze take reasonable steps to ensure \our
data is kept accurate and up-to date for the purposes for Zhich it Zas collected. As a
data subject, \ou haYe a number of rights. You can:

Should \ou Zish to obtain a cop\ (free of charge) of the personal data being
processed, TCC is required to respond to \our request Zithin one month from
receipt of the request. For added securit\, Ze ma\ ask \ou to proYide proof of \our
identit\ before releasing an\ data. All requests must be sent to the folloZing
address:

TCC 
6  Floor

10 LoZer Thames Street 
London 
EC3R 6EN 
Email: dataprotection@tcc.group 
Telephone: 0203 772 7230

Access and obtain a cop\ of \our data on request;¾

Require TCC to change incorrect or incomplete data;¾

Require TCC to delete or stop processing \our data Zhere the data is no
longer necessar\ for the purposes of processing;

¾

Object to the processing of \our data Zhere TCC is rel\ing on its legitimate
interests as the legal ground for processing; and

¾

Ask TCC to stop processing data for a period if the data is inaccurate or there
is a dispute about Zhether or not \our interests oYerride TCCµs legitimate
grounds for processing data.

¾

th

What if \ou do not proYide personal data?

ć

You haYe some obligations under \our emplo\ment contract to proYide TCC Zith
data. In particular, \ou are required to report absences from Zork and ma\ be
required to proYide information about disciplinar\ or other matters under the implied
dut\ of good faith. You ma\ also haYe to proYide TCC Zith data in order to e[ercise
\our statutor\ rights (statutor\ leaYe entitlements, for e[ample). Failing to proYide
the data ma\ mean \ou are unable to e[ercise \our statutor\ rights.
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Certain information, such as contact details, \our right to Zork in the UK, criminal
record check, fraud check and pa\ment details haYe to be proYided to enable TCC to
enter into a contract of emplo\ment Zith \ou. If \ou do not proYide other
information, this Zill hinder TCCµs abilit\ to efficientl\ administer the rights and
obligations arising as a result of the emplo\ment relationship.

Who has access to \our data?

ć

Where necessar\, \our information Zill be shared internall\ Zith Finance, \our line
manager, managers in the business area in Zhich \ou Zork and IT staff, if access to
the data is necessar\ for performance of their roles. The information shared is
limited to that required for the purposes of the processing.

TCC shares \our data Zith third parties as part of the recruitment process and to
obtain pre-emplo\ment references from other emplo\ers and proYiders, and to
obtain necessar\ criminal records checks from the Disclosure and Barring SerYice.
These companies are:

TCC ma\ use the folloZing third-part\ proYiders to process \our data on our behalf:

Thomas International: profiling;¾

Verifile: Disclosure and Barring SerYice check (Criminal Record check) and
credit check;

¾

Cifas: Fraud check. Cifas Zill use the data to preYent fraud, other unlaZful or
dishonest conduct, malpractice and other seriousl\ improper conduct. If an\ of
these are detected, \ou could be refused certain serYices or emplo\ment. Your
personal information Zill also be used to Yerif\ \our identit\. Further details of
hoZ \our information Zill be used b\ us and Cifas, and \our data protection
rights, can be found in TCCµs Fraud Polic\.

¾

Focal Point: Timesheet information for recording actiYit\ and costing;¾

Just Pa\roll: Pa\roll processing;¾

Ro\al London: Pension ProYider;¾

Ri[ons: Death in SerYice benefits;¾

A[a (through Arthur J Gallagher): PriYate Medical Insurance;¾

Health Shield: Health Cash Plan;¾

Camino HR: HR support and legal adYice;¾

Timetastic: Holida\ Booking¾

Open Plan LaZ: HR legal adYice;¾

Pardot: Internal communication and surYe\s.¾

Click TraYel: Hotel and traYel bookings¾
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TCC ma\ also share limited data about \ou on TCCµs Zebsite and Zith prospectiYe
clients for the purposes of tendering for neZ contracts and marketing.

TCC Zill ensure that an\ third-part\ processor has adequate data protection
measures in place that align Zith GDPR requirements b\ conducting periodic due
diligence.

TCC Zill not use an\ third-part\ processor outside of the UK, EU or USA. The data
storage and processing s\stems are protected b\ access controls, to minimise an\
risk to the integrit\ or securit\ of \our personal data, and the data is stored in
serYers in the UK, EU and USA.

TCC does not sell \our personal data or other information to an\ third part\.

T\peform: Online training forms¾

KepdoZrie Chambers: Australian emplo\ment laZ¾

Retention period

ć

TCC Zill onl\ keep \our personal data for as long as necessar\ for the purposes for
Zhich it Zas collected. This Yaries depending on the nature of \our relationship Zith
TCC:

If the personal data is no longer necessar\, or Zhere Ze no longer haYe the legal
basis for processing, Ze Zill delete or full\ anon\mise the data Ze hold on \ou, in
line Zith our Data Protection Polic\. If during \our emplo\ment Ze become aZare
\our data has become inaccurate, Ze Zill update it accordingl\.

ProspectiYe emplo\ees. TCC Zill hold \our personal data for the purposes of
the recruitment process, and Zhere this does not result in emplo\ment \our
data Zill be held for up to 12 months for future emplo\ment in line Zith TCCµs
Data Controls Polic\. At the 12 month period \our data Zill be deleted.

¾

TCC Zill hold \our personal data for si[ \ears after the end of \our
emplo\ment contract I line Zith the Data Control Polic\ unless a Yariation is
required for legal reasons for e[ample health and safet\.

¾

HoZ do Ze protect \our data?

ć

TCC takes the securit\ of \our data seriousl\. TCC has internal policies and controls
in place to tr\ to ensure \our data is kept securel\ to protect against accidental or
unlaZful destruction, loss, alteration, disclosure or access and is not accessed
e[cept b\ its emplo\ees in the performance of their duties.

Anti-Yirus controls and fireZalls;¾

Back up and RecoYer\ Polic\;¾

Cr\ptographic Polic\;¾
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manage cookies

Where TCC engages third parties to process personal data on its behalf, the\ do so
on the basis of Zritten instructions, are under a dut\ of confidentialit\ and are
obliged to implement appropriate technical and organisational measures to ensure
the securit\ of the data.

Disposal of Media Polic\;¾

Risk Management FrameZork;¾

Data Loss PreYention, Cloud App Securit\ alert and enforcing policies.¾

Automated decision making

ć

Emplo\ment and recruitment decisions ma\ incorporate, but are not based solel\
on, automated decision making.

If \ou Zish to complain

ć

TCC Zill be more than happ\ to help \ou should \ou haYe an\ complaints about the
processing of \our personal data. If \ou haYe an\ queries about this priYac\ notice,
or should \ou Zish to make a complaint, please email dataprotection@tcc.group. In
addition, \ou haYe the right to lodge a complaint Zith the Information
Commissionerµs Office (ICO), Zhich is the national authorit\ responsible for the
protection of personal data. A complaint can be made to the ICO Yia its Zebsite:
ico.org.uk or through its helpline: 0303 123 1113.

Do \ou use TCC's Zebsite and/or receiYe email communications from
TCC?
If so, \ou should read our standard Privacy Statement, Zhich sets out hoZ Ze Zill
process \our data in order to effectiYel\ communicate Zith \ou and enable \ou to use our
Zebsite.

Changes to this PriYac\ Notice
We reserYe the right to change this PriYac\ Notice. The up-to-date Yersion Zill be on
Sharepoint and TCCµs Zebsite. PreYious Yersions Zill continue to be aYailable here. We
recommend that \ou check this notice regularl\, so that \ou are informed of an\ changes.
Version 3.0 _ February 2020b


